NMPABUIA NOBEOEHUA B UHTEPHETE
3awmTa oT BpeAOHOCHLIX MporpamMmm
WHTepHeT Ha3blBalOT «MUPOM HOBbIX BO3MOXHOCTEN». HO Tem, KTO TONbKO MpULWEN B 3TOT MUp, cregyeT BecTu
cebs OCTOPOXHO U CTporo criegoBaTtb npaBunam nosegeHnss B Cetu. Kak m B peanbHoM mupe, B WHTepHeTe
OENCTBYET MHOXECTBO MOLUEHHMKOB W MPOCTO XyNUraHoB, KOTOpble CO34alT M 3amnyckalT BpefoHOCHbIe
nporpamMmbl.
YnpaeneHne «K» MB[L P® HanomuHaeT: Anst 3aliMTbl Nonb3oBaTesniel oT BPeAOHOCHbIX Mporpamm paspaboTaHo
MHOXXECTBO [EeNCTBEHHbIX KOHTPMEpP. Hago nulib 3HaTb MX U CBOEBPEMEHHO UCMOMb30BaTh.
Buabl BpeAOHOCHbIX NporpaMmm
BpenoHocHble nporpammbl — Nnoboe nporpaMMHoe obecrneveHre, KOTOpoe npefHasHavyeHo Ans CKPbITHOro (He
CaHKLMOHMPOBAHHOI0) AOCTyNa K NepcoHanbHOMY KOMMbIOTEPY C LIEMbI XULLEHUST KOHMAEHUMANBHBIX OAHHbIX, a
Takke Ansg HaHeceHus nboro Buaa ywepba, CBA3aHHOIO C €ro UCMONMb30BaHNEM.
Bce BpenoHOCHbIE NporpamMMbl HEPEOKO Ha3biBaT OAHUM O6LLMM CITOBOM «BUPYChI». Ha camom aene BpeAoHOCHbIE
nporpaMMbl MOXXHO pasfennTb Ha TPU rpynmbl:
KOMMNbIOTEPHbIE BUPYCHI;
CeTeBbIE YepBY;
TPOSIHCKME Mporpammei.

KoMNbOTEPHbLIE BUPYCbl — 3TO MpOrpamMMbl, KOTOPblE YMEKT pas3MHOXaTbCsA W BHEAPSATb CBOM KOMUW B Apyrue

nporpammbl, T. €. 3apaxaTtb yXe cyliecTBytolime dannbl. OBblYHO 3TO MUCMoNHAeMble dannbl (*.exe, *.com) unm
hannbl, cofepxawme Makponpouegypbl (*.doc, *.xIs), KoTopble B pesynbTaTe 3apaXeHusi CTaHOBSITCS
BPEAOHOCHBLIMU.

KomnbtoTepHble BMpPYChl CyLECTBYIOT AaBHO. B nocnefHee xe BpeMmsi, KOrga KOMMbHOTEPbI CTanv o6beauHsiTe B
KOMMblOTEPHbIE CEeTW, noakntodaTe Kk WHTEpHeTy, B LOMOMHEHUE K TPaLUUMOHHBIM KOMMbIOTEPHBIM BUpYyCaMm
MOSIBUNUCH BPEAOHOCHbIE MPOrpamMMbl HOBOTO TUMA: CETEBbLIE YEPBU U TPOSIHCKME NPOrpaMMbl.

CeTeBble YepBM — 3TO BPEOOHOCHbIE MPOrpaMMbl, KOTOPbIE Pa3MHOXAaKTCS, HO He SIBMASOTCS 4acTblo ApYyrnx
hainos, npeacrasnsa coboit camocTosiTenbHble annbl. CeTeBble YEPBM MOFYT PacrnpoCTPaHSATLCS MO FloKasbHbI
ceTam U WHTepHeTy (Hanpumep, 4Yepe3 3MeKTPOHHYto noyTy). OcoBGeHHOCTb YepBeil — upesBblYaiiHoO GbicTpoe
«pasMHoxeHue». YepBb 6e3 Ballero Begoma MOXET, Hanpumep, OTNPaBWUTb «YEPBUBbIE» COOOLLEHUST BCEM
pecnoHAeHTaMm, agpeca KOTOpbIX MMEKTCS B aApecHol kHure Baluei nouToBoi nporpammel. MoMUMo 3arpysku ceTu
B pesysfibTaTe NaBNMHOOGPA3HOro pacnpocTpaHeHus, CeTEBbIE YePBU CNOCOBHbBI BbIMOSHATL ONacHble AeicTBuS.

TposiHCKME NporpamMmbl HE Pa3MHOXAKTCS WU HE pacCbinakTCA Camu, OHU HUYEro He YHUYTOXAKT Ha Ballem

KOMMNblOTEPE, OOHAKO MOCNEACTBUS OT UX AEATENbHOCTU MOTMYT OKa3aTbCs CaMbIMU HEMPUATHBIMU U OLLYTUMbIMU.
3agava TPOSIHCKOW Mporpammbl — 06ecneynTb 3M0YMBbILLNEHHUKY OOCTYN K Ballemy komnbloTepy M BO3MOXHOCTb
ynpaeneHus um. Bce 31O NpovcxoauT oveHb He3aMeTHO, 6e3 adhdekTHbIX nposiBrieHuin. MNpocto ogHaxabl Baia
YacTHasi nepenucka MoxeT ObITb onybnukoBaHa B VIHTepHeTe, BaxHas GrusHec-mHpopMaums npoagaHa KOHKypeHTam,
a GanaHc nuuUEeBOro cyeTa y WHTEpPHET-MpoBaiepa UMM B 3MEKTPOHHbIX MIATEXHbIX CUCTEMAX HEOXMOAHHO
OKaXXeTCs1 HyNeBbIM UMM OTpULATENBHbIM.
Be3onacHoe ucnonb3oBaHue 351EKTPOHHOM NOYThI

ABnsasck ygobHbIM BMOOM CBSI3W, Kak NWYHOW, Tak M OENOBOW, 3MEKTPOHHas noyta OCTa€Tcsl OOHMM U3 camblX
nonynsipHbIX cnocoboB pacnpocTpaHeHWs1 BPEAOHOCHbLIX NporpaMm B VHTepHeTe.

OO6bl4HOe coobLleHNe ANEKTPOHHOW MOYTbl — 3TO MPOCTO TEeKCT, caM no cebe OH He MoxeT ObiTb onaceH. Ho k
COODGLLEHMIO MOXHO MPUKPENUTL haiin, HasblBaeMblid haifioMm BIIOXKEHUS Unu (painiomM NpUCcoeauHEHUs!, KOTOpbIiA

BMOJIHE MOXET 0Ka3aTbCsl BPEAOHOCHOW NPOrpaMmoii U 3apakeHHbIM BUPYCOM haiisioMm.



TAKTUKA BOPbBbI C BPEOOHOCHbLIMW NMPOrPAMMAMU

BpepnoHocHble nporpammbl cpabaTbiBatoT nNpu 3anycke Ha Bawem komnbioTepe. TakTrka 60pb6bl C HUMK [OCTATOYHO
npocra:

He fonyckaTbk, YTOObl BpeAOHOCHbIE MporpamMmMbl nonaganu Ha Baw komnbloTep;

ecrnv oHun k Bam Bce-Taku nonanu, H1 B KOEM Cry4Yae He 3anyckaTb U1X;

€CI OHU BCe XXe 3anyCTUNNCb, TO NPUHATbL MepbIl, YTOObI, MO BO3MOXHOCTM, OHU HE MPUYNHUNN yiepba.

KAK YBEPEYbLCA OT NMONYYEHNA BPEOOHOCHbIX NMPOIrPAMM

Ecnn Bbl nonyynnu coobuieHne C BMpYCOM, 3HauuT, Bbl yxe HEBOMbHO BbLIMOMHWAM MEPBBIA LWAr Ha Nyt K
3apaxeHuio Balero komnbloTepa, MOCKOMbKYy OMacHbI haln COXpaHWNCs Ha >XecTkom aucke. [loka aTo He
datanbHoO, HO O4eHb OMacHo, MO3TOMY, Mpexae BCero, HeoOXoaMMO MPeanpuHATL Mepbl K TOMY, YTOObI 3TOro He
NPOUCXOAMITO BNpeap.

Y MHOrMX onepaTopoB CBSA3M UMEKTCA Ha MOYTOBbIX CepBepax unbTpbl, OTCEKAOLLME NOA03PUTENBHbIE NOCHAHMS.
OpHako, HECMOTPS Ha O4YeBUAHYK 3PeKTUBHOCTL obLlecncTeMHoro dunbTpa, Ana obecneveHus Ge3onacHocTH
€ro BCe-TakuM HeLoCTaTOYHO, MOCKOMIbKY OH paccumTaH Ha obesBpexuBaHue yXe M3BECTHbIX BMPYCOB, Torga Kak
HOBble BUPYCbl MOryT GecrnpensaTCTBEHHO MonagaTb B MOYTOBLIA AWMK. [MoaToMy nonb3oBaTento Heobxooumo
NPUHSATL JONONHUTENBHBIE Mepbl 6E30MaCHOCTK.

Camblii JeNCTBEHHbIM cnocob orpagutb OT BPEAOHOCHBLIX MPOrpamMM CBOM MOYTOBBIA AWK —3anpeTuTb Npuem
COO6LLEHMI, coepXalux WCMoNnHsemble BrioxeHus. Ecnu aboHeHT BknoyaeT nopobHbIi wnbTp, TO BCe
coobLLeHMs, coaepxalume ucrnonHsaemble dannsl, OyayT aBToMaTUYeckn yaansaTbCs HENOCPEeACTBEHHO Ha MOYTOBOM
cepBepe.

HecMoTps Ha KaxyLuylocs pagukanbHOCTb NogobHON Mephbl, OHa oYeHb 3dEKTNBHA U B BOMbLUMHCTBE Cry4YaeB He
NpVBOAUT K Hey[obCcTBaM M orpaHUYeH1sIM BO3MOXHOCTEN Nofb3oBaTenen.

Bo-nepBbIX, Kak npaBumio, Mo 3MeKTPOHHOW MOYTe Yalle BCEro paccbiNarT LOKYMEHTbl U M300pakeHus, HO He
nporpamMmmbl.

Bo-BTOpLIX, B Criy4ae HeoOGXoAMMOCTU MOMyYeHUs NporpaMMbl MO MOYTE, MOXHO OOrOBOPUTLCS C OTNpPaBUTENEM,
4YTOObI OH NPeaBapUTENbHO yMakoBamn ee C NMOMOLLbI0 Kakoro-nnbo apxmeaTopa, Hanpumep, Winzip nnu WinRar.
Monb3a nonyynTca OBOWMHAsA, MOCKOMbKY pas3Mep MoryyYeHHoro daina-apxvea [AOMMKEH ObiTb ropasfo MeHblue
pasmepa 1 cxogHoro canna.

NmeeTcsa ewé oanH cnocob He CoXpaHsiTb MOA03pUTENbHblE COObLLEHMSA Ha CBOEM KoMmnbloTepe. Hago cHadvana
npocMaTpmBaTb TOMbKO 3arofloBKU COOOLLEHVMIA U yaansTb HEHYXHble MMCbMa HEMOCPELACTBEHHO Ha CepBepe, He
ckaumBasi UX Ha CBOMN KOMMbIOTEP.

KAK SAMNPETUTb BbINOJIHEHVME BPEOOHOCHbIX MPOIrPAMM

BriBatoT 06CTOATENBLCTBA, NPU KOTOPbIX HEBO3MOXHO OpraHvM3oBaTtb paboTy Tak, YToObl He nony4yaTb COObLLEHNS C
ucrnornHsiembiM1  chaninamm. B 3TomM cnyyae ecTb BEpOATHOCTb MOMyYMTb COOOLEHUss C  BpPeaoOHOCHBIMU
nporpammMamu. 3Ha4uuT, Heob6XoAMMO MPUHATL Mepbl, YTOObI BPEAOHOCHbIE MPOrpamMmMbl HU B KOEM Cllyvyae He Obinu
3anyLleHbl Ha BbINOSHEHMWE.

YTtobbl 3anycTuTb oaiin BIOXEHWS Ha BbINOMHEHWE, criedyeT OTKPbITb COOOLEeHME B OTAENbHOM OKHE, ABaXAbl
LLenKHYB MO CTpOKe coobLleHns B crnucke (COOOLLEHME C BIIOXEHWEM MOMEYEHO CKPEMKoW) U OTKPbITb doaiin-
BMNOXEHWE, ABaXbl LLENKHYB MO UMeHU dhaiina B 3aronoske coobLieHust (none «MpucoeamHnTby ).

YuunTbiBas ckasaHHoe, He06X0AMMO B3siTb 3a NPaBUO:

He OTKpblBaTb coOOLWEeHNe (OBaxAbl LIENKHYB MbILKOW), OCOBGEHHO €ecnvM OHO MPUWIIO OT HEWU3BECTHOrO
oTnpaBuTens. TEKCT MOXHO NpoYnUTaTh B pexume BGbICTPOro npocmMoTpa: Koraa npy 0AMHOYHOM LLENYKE MbILLKON Ha

cooOLEeHNM B CIUCKE TEKCT COObLLIEHUNS 0T06pa>KaeTc;| He B OoTAeJibHOM, @ B OCHOBHOM OKHe nporpamMmmebl.



Ynpaenenne «K» MB[ P® pekomeHaoyeT HemepnrneHHO yhansiTb Bce Nodo3puTenbHble cooblieHus. Hukoraa He
OTKpbIBaNTE Ccpasy NpUcriaHHble annbl-BlIOXEHNS, B TOM YMCrEe MOJTydeHHble OT ApYy3eW, KOMner unm oT MMeHU
M3BECTHbIX upM. [MpvHUMaNTe BO BHUMaHWE, YTO COOOLIEHMS OT sIKOObl 3HAKOMbIX WL, MOFYT OKa3aTbCA
paccbifikaMmy, OTMpPaBfEHHbIMU CETEBbIMM 4YepBsSMU. Takke MMelTe B Buay, 4YTo Oe3 Ballero Begoma HU ogHa
yBaXkaemasi opraHusaums He OydeT paccbinaTe dannbl, AaXe eCcnn 3TO BaXKHble AaHHble, Takue, kak 0OHOBMNEHMS
CUCTEMbI UNN OYepeaHas 3almTa OT BUPYCOB.

PACLUVNPEHWVE ®AMIA — 3TO BAXHO

O6pallarite BHMMaHNe Ha paclumnperuve darna. Ocobyto onacHOCTb MOTYT NPeACcTaBnsaATb (ansbl CO CrieayLwnumm
pacLIMpeHnsIMU:

*.ade, *.adp, *.bas, *.bat, *.chm, *.cmd, *.com, *.cpl, *.crt, *.eml, *.exe, *.hlp, *.hta, *.inf, *.ins, *.isp, *.jse, *.Ink, *.mdb,
*.mde, *.msc, *.msi, *.msp, *.mst, *.pcd, *.pif, *.reg, *.scr, *.sct, *.shs, *.url, *.vbs,*.vbe, *.wsf, *.wsh, *.wsc.
BpenoHocHble dhalinbl YacTo MackupytoTcst nof obblYHble rpadmyeckme, aygmo- u Bugeodannel. Ons Toro, Y4Toobl
BUOETb HaCTosIlLlee paclupeHne dainna, obs3aTenbHO BKAKYUTE B CUCTEME PEXUM OTOOpakeHUs pacLUMpeHUin
dannos.

KAK MPABUINBHO YOANATb COOBLLUEHUE 3 MOYTOBOW MPOrPAMMbI

ByaobTe 04YeHb OCTOPOXKHbLI NMPU MOMyYeHUN coobLUeHU ¢ dannamu-BnoxeHnsMu. MNMogo3puTtenbHble COobLLEHUS
nyylle HeMeeHHO yaansiTb.

YTtobbl yaanutb coobLueHne B NOYTOBOWM NporpaMme MoSIHOCTbHO:

yoanute coobLieHre u3 nanku «Bxogsawmey;

yaanuTe coobLyeHre 13 nanku «YaaneHHbley;

BbINOMHUTE HaA nankamu onepaumio «Cxatby» (Pann/Manka/CxaTtb Bce nanku).

SALLMTA SNEKTPOHHOW MOYThI

K coxaneHuto, Hemb3sa UCKMYaTh Criydaun, Korga npuckinaembsle dannsl Bce-takm 6yayt 3anywieHsl. OgHako v B
3TUX Cry4asiX MOXHO MPUHATbL KOHTPMEPBI.

B nepByto o4vepenb, cnegute, 4ToObl Yy Bac ObiNM yCTaHOBMEHbI CaMble MnocrnefHue OOHOBMEHUS MPOrpamMm.
HenuwHum OyaeT ycTaHOBUTbL MNepcoHanbHbIi  MexceTeBow akpaH (firewall). B HEM cnepyet ykasatb
ncyepnbIBaloLWMA CMMCOK MPOrpaMM U AOCTYMHbIX MM MOPTOB U cepBUCOB. Kak TonbKo kakas-nMbo HesHakomas
nporpamMma nonbiTaeTcsa OTNpaBuTb NOYTY, OHa TYT e OyaeT obHapykeHa, 1 3apasa He pacnpocTpaHuTcst ¢ Bawero
KOMMblOTEpa AanbLue.

Kpome TOro, otcnexuBaTb U OnokupoBaTb OMacHble [AEWCTBUS, KOTOPbIE MOryT BbIMNOMHSATL BPELOHOCHbIE
nporpammbl (ObpalleHne Kk ainam, 3arpy3o4Hon obracTtv Aucka, CUCTEMHOMY PeecTpy U T. M.), CMOCOGHbI
crneupanbHble MporpamMbl-CTOPOXa, OObIYHO BXOASLUME B COCTaB aHTMBUPYCHbIX naketoB. OHWM aBTOMaTUYeCKM
3arnyckatTCs Ha BbINMOMHEHME NPU 3arpy3ke OMnepauMoOHHON CUCTEMbI M HE3aMETHO MPOCMEXMBAT AEUCTBUS
nporpamm.

BYObTE BANTEJIbHbI!

Ynpaenenne «K» MB[ P® pekomeHayeT Gonblue BHUMaHWs obpalliaTe Ha TO, YTO MPOWUCXOAMT Ha BalleMm
KOMMblOTEpPE BO BpeMsi ceaHca cBs3n ¢ VMIHTepHeTom. Ecnv Bbl 3ameTuTe, 4TO B TO BpeMsi, koraa Bbl He BbinonHsieTe
HUKaKUX OEeNCTBUIA, He MNPOUCXOAMT OOHOBMNEHME AHTUBMPYCHOTO MPOrpaMMHOro obecneyeHuss U KOMMOHEHTOB
onepaLyoHHON CUCTEMBI, a8 MHOUKATOP aKTUBHOCTY Nepefayn AaHHbIX MO CeTU roBopuT 06 o6paTHOM, HeMeaeHHO
npekpaTuTe CBSI3b U NMPOBEPbLTE KOMMbIOTEP aHTUBUPYCHbIMK Nporpammamu. HOnkatopoM akTUBHOCTU paboTbl C
CETbI0 MOXET CNyXWUTb BHELWHUA MOoAEM (NamMMouvkM MUralT), 3HAYOK [BYX COELAMHEHHBLIX KOMMbITEPOB,
NOSIBNSIOLLUIACS NPU YCTAaHOBIIEHUN CBS3M BHU3Y HA NaHenu 3agad (Muraer).

Be3onacHoe ncnonb3oBaHue TenekoHdepeHuun n ICQ



CambIM rycToHacerneHHbIM BUpycaMn MecTom B VIHTepHeTe, Mo MHEHUIO CreLmanucToB-aHTMBUPYCHUKOB, OCTaeTcs,
Tak HasblBaemasi, ceTb Usenet, BkntovatoLLasi B cebsi pasHoo6pasHble rpynbl HOBOCTEN (TENEKOHMDEPEHLMIA).
OpyrMMun crnoBaMu, HOBOCTM — 3TO OYe€Hb HEHAAEeXHbIi UCTOYHWK B CMbICNE MOMyYeHuUs (ainoB, MO3TOMy
OTHOCUTLCS K HAM Hafo Gornee Yem OCTOPOXKHO.

CrapaiTecb MoNb30BaTbCs HOBOCTAMM MO MX MPAMOMY HasHauyeHWto: ANs NoadepXaHus AUCKyccuii, obmeHa
MHEHUAMMU, WHDOPMaUMeEl, HO He B KayecTBe WCTOYHMKa GecnnaTtHbix nporpamm. dopma B3aMmMoOencTBus B
HOBOCTSIX — 3TO BCE TOT k& OOMEH MOYTOBLIMM COOBLLEHNUAMU, NMOITOMY Mpu paboTe C HOBOCTAMM UCMOMb3yiTe Te
Xe peKoMeHZauuu, YTo 1 Npu paboTe C 3NEeKTPOHHOW MOYTON.

[Opyroli HENPUSITHOCTbIO Mpu paboTe ¢ HOBOCTAMM (M APYrMMK MOZOOHBIMM CepBMCaMM) MOXET CTaTb oOrfacka
BaLLero 31eKTPOHHOro MOYTOBOrO afpeca, KOTOpbIA BMOCMEACTBUM MOXET ObiTb MCMONb30BaH AN CraM-pacChbinok
W pacchInok CoOBLLEHWIA C BUpYycamu.

Korga Bbl nomellaeTe cooblleHve B rpynne HOBOCTEW, B HEM Bcerga CoOoepXuTcs Ball obpaTtHbii agpec. 1o

NoTeHUMaNbLHO OMacHO, MOCKOSbKY CYLIECTBYHT cheumarnbHble Nporpammbl, KOTOpble CnocobHbl aBTOMaTUYeCKM

CKaHMpOBaTb NOA0OHbIE 06BbSABNEHMS, BblY>KMBAsA 13 HUX NOYTOBbIE aapeca.

OpHako Takue nporpaMMHble aBToMathbl nerko obmaHyTb. V3meHuTe cBoW 0bpaTHbI agpec, BKIOYMB B HEro
HEKOTOPYIO BbIAENSIOLLYCA YacTb, Hanpumep, l.lvanov-DEL-@provider.ru: oObl4HbIE MONb30BATENN MOWMYT, KakoB
Baw HacToswmi agpec, a nporpammbl OyAyT ncnonb3oBaTb 0OMaHKy «BCIENyo».

Be3onacHoe ucnonb3oBaHue nengxepon ICQ
Menpxepsl ICQ Takke ABNATCA cepBMCaMy MOBbILEHHOW onacHocTW. [eno B TOM, 4TO, Kpome npocto obmeHa
COOOLLEHMAMN, OHM [atoT BO3MOXHOCTb OOMeHMBaTbCcs darnamu, KOTopble MOryT 0Ka3aTbCsl BpeOOHOCHLIMU
nporpaMmmMamu.
MpaBuna paboTkl ¢ dhannamm Takme xe, 4TO U Npu nNpueme annoB-BrNOXEHUN MO 3NEKTPOHHONM NOYTE: HUKorga He
OTKpbIBaNTe NpucnaHHble dannel, NpeaBapuTensHO He MPOBEPUB MX aHTUBUPYCHOM NporpaMmmon. He noggasanTech
XKernaHuio HeMeeHHO NocMOTpeTh doTorpacmm cobecepHnka. CHavana npoBepbTe, HE SIBNSETCS N MPUCIIAHHBIN
dain nogaenkon nop gan-n3obpaxeHue, ctTapanTecb He pasrnawaTtb MHgopmMaumto o cebe.

3awwmTa IP-agpeca komnbloTepa

Opyras noteHumanbHasa onacHocTb ICQ — BO3MOXHOCTb onpeaeneHust IP-agpeca Baluero komnbloTepa, KOTOpbI
MOXeT ObITb Mcnonb3oBaH Ans BO3dencTBUA u3BHe. PaboTtas B ICQ, obs3atenbHO ycTaHOBUTE (OMaxok,
3anpeLyatoLmin nokasbieathb IP-agpec.
OBLWME PEKOMEHOALIM NO OBECMEYEHUIO BESOMNACHOWM PABOThLI B UHTEPHETE
1. AHTUBUPYCHbIE MPOIrPAMMbI — BALLUW MEPBbLIE SAWMTHUKA
YcTaHOBUTE aHTUMBMPYCHOE MporpaMMHoe obecrneyeHue C cambiMU MocrnegHVMU OOHOBMEHUSIMU aHTUBUPYCHOM
6a3sbl. PerynspHo obHOBRANTE aHTUMBMPYCHbIE Mporpammbl NMOO paspellanTe aBTOMaTMdeckoe OOHOBMEHWE Mpwu
3arnpoce nporpaMmbi.
2. OBHOBJIEHUA — 3TO NONE3HO M BE3OINACHO
OTcnexvBainTe NosIBMEHNE HOBbIX BEPCUI ONEPaLMOHHBLIX CUCTEM U CBOEBPEMEHHO YCTaHaBMnMBanWTe OOHOBMEHMUS K
HUM, yCcTpaHsitoLme obHapyKeHHbIE OLLIMOKM.
[Mo BO3MOXHOCTM OTKasblBaTECH OT WCMOMb30BaHWUS CTapbiX OMepaLMOHHbIX MNporpaMM B nonb3y Oonee
COBpeMeHHbIX. PerynsapHo o6HOBMsAWTE Nonb3oBaTenbCckoe NporpaMMHoe obecneveHve anst paboTel B ceTu, Takoe
KaK MHTepHeT-Opay3ep, MoYTOBbIE NPOrpamMmbl, ycTaHaBMMBas camble nocrneaHue oOHOBMEHMS.
[MoMHUTE, 4TO OOHOBMNEHMS ONEpPaLMOHHBIX CUCTEM pa3pabaThiBatoTCsi C Y4ETOM HOBbLIX BUPYCOB.

HACTPOWTE CBOW KOMMbLIOTEP NPOTVB BPELOHOCHbLIX NMPOrPAMM



HacTpoiTe onepaumoHHyld CUCTEMY Ha CBOEM KOMMbIOTEPE Tak, 4ToObl 0becnevmMBanmuchb OCHOBHblE MNpaBwna
©e3onacHocTu nNpu paboTe B CETU.

He 3abyabTe NogKkoppeKkTMpoBaTh HACTPOWMKU MOYTLI, Opay3epa 1 KNMEeHTOB APYrnX UCMONb3yeMbIX CEPBUCOB, YTOObI
YMEHbLUWTb PUCK BO3OENCTBUS BPELOHOCHbBIX MPOrpaMM 1 NOABEPXKEHHOCTb CeTEBLIM aTtakaMm.

4. MPOBEPANTE HOBBIE ®AWIIbI

Hukorga He ycTaHaBnuBamTe UM He coxpaHsinTe 6e3 npeaBapuTENbHOW MPOBEPKW aHTUBUPYCHOW NpOrpaMmMon
daiinbl, NonyyYeHHble W3 HEHaAEXHbIX WCTOYHUKOB: CKayaHHble C HEeW3BECTHbIX Web-calToB, MpucraHHble Mo
3NEKTPOHHON MoYTe, NOMyYeHHble B TenekoHdepeHunsix. NMoaosputensHele annbl ny4dile HEMeANEHHO yaanaTb.
[MpoBepsnTe Bce HOBble annbl, COXpaHsemble Ha KoMMbloTepe. [lepuogudeckn npoBepsnTe KOMMbOTEP
MOSTHOCTbHO.

5. BYObTE BOUTENBbHbI 1 OCTOPOXHbI

Mo BO3MOXHOCTW, HE COXpaHsINTEe B cMCTEME Naponu (4N YyCTAaHOBKU COEAMHEHUI C VIHTEpHETOM, ANst 3NEKTPOHHON
noyThbl U Ap.) N NEPUOONYECKN MEHSNTE UX.

[Mpn nonyyYyeHun wu3BELLEHMI O HELOCTaBKE MOYTOBbIX COOOLiEHMI obpallanTe BHMMaHWE Ha MpPUYMHY U, B
crny4yae aBTOMaTU4ECKOrO OMOBELLEHUST O BO3MOXHOW OTMpaBKe BMpyca, HEMEANEHHO MNPOBEPSNTE KOMMbOTEP
aHTMBUPYCHOW NporpamMmMon.

6. PESEPBHOE KOIMMPOBAHWE — TAPAHTUA BESOMACHOCTU

PerynapHo BbINonHAWTe pesepBHOE KOMUPOBaHWE BaXHOW WHdopMauuu. NoaroToBbTe M XpaHUTE B AOCTYMHOM
MeCTe CUCTEMHbIV 3arpy304HbI AMCK. B cnyyae nogo3peHus Ha 3apaKeHue KoMnbloTepa BpeAOHOCHOW MporpamMmmon
3arpyante CUCTEMY C iMCKa U NPOBEPbTE aHTUBUPYCHOW NPOrpaMMOon.

MNMomHume! Ecnu Bbl unu Bawu 6nu3dkue cmanu xepmeamu MOWEHHUKO8 umu Bbli nodospesaeme, 4mo 8
omHoweHuu Bac nnaHupyromcsi npomugonpaeHbie Oelicmeusi — HezamednumesibHo obpamumeck 8 bnuxatiwud
omden nonuyuu nubo Hanuwume 3asieneHue Ha oguyuansbHom caiime MB/ Poccuu
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